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®ne Hundred Nineteeuth Congress
Gommittee on Homeland Security
1.5, House of Representatives
Washington, BC 20515

March 26, 2025

The Honorable Kristi Noem
Secretary

U.S. Department of Homeland Security
Washington, DC 20528

Dear Secretary Noem:

We write to express our grave concerns regarding the revelation that top officials in the Trump
administration use Signal, a commercial open-source messaging application, to discuss sensitive
and possibly classified information and to inquire whether you participate in Signal discussions
related to official government business.

As you are likely aware, a story appeared in The Atlantic titled “The Trump Administration
Accidentally Texted Me Its War Plans.”' Editor-in-chief Jeffrey Goldberg revealed that he had
been inadvertently added to a Signal chat group called “Houthi PC small group.” Over 48 hours,
Mr. Goldberg observed a cavalier conversation about military operations against the Houthis in
Yemen unfold in the chat.

Unfortunately, the indiscretion of the Vice President, the Director of National Intelligence,
National Security Advisor, the Secretary of Defense, the Secretary of State, the White House
Chief of Staff, the White House Deputy Chief of Staff for Policy, and other top Trump advisors
was on full display in the Signal chat. Despite apparently detailed discussion of military
operations, no one appeared to have objected to the conversation taking place on Signal. That
leaves the impression that discussions about sensitive national security matters on Signal are
common occurrences for the Trump administration. Given your vital role in national security
matters, it stands to reason that you may have participated in such exchanges.

As the Secretary of the Department of Homeland Security (DHS or the Department) that houses
the Cybersecurity and Infrastructure Security Agency (CISA), we assume you know of ongoing
efforts by foreign adversaries to gain access to sensitive communications of government
officials. State-sponsored threat actors from China have persistently sought access to government
information, most recently by hacking into our top telecommunications companies and gaining
access to the communications and data on the phones of then-President-elect Trump and then-
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Vice President-elect Vance.” The Russian government, for example, has sought to gain access to
government information systems through sophisticated supply chain campaigns,® gaining access
to networks of trusted government vendors,* and targeted spear-phishing.’ Indeed, just last
month, reports emerged that the Russian hackers sought to exploit Signal’s linked devices
capability to gain access to encrypted chats.® In light of these, and many, many other threats to
the security of government information, the Federal Government has over time put in place a
series of laws and policies designed to keep sensitive information out of the wrong hands while
honoring the obligations of a free and open government by preserving government records.

We trust that you have been informed of your obligations under the Espionage Act,” Executive
Order 13526 — Classified National Security Information,® Federal policies governing the
handling of classified and sensitive information, and the Federal Records Act.” We expect that
you have advised your staff of their responsibilities under Federal laws and policies governing
the handling of information related to national security and official government business. We
similarly trust that you and your staff are aware of the obligations of your White House
colleagues under the Presidential Records Act."’ Unfortunately, Monday’s reporting in The
Atlantic calls into question the diligence of the Trump administration’s compliance with Federal
laws and policies related to the handling of sensitive government information.

The public deserves to be confident that the government’s highest-ranking officials are not
sacrificing security for convenience by having conversations on Signal that should be happening
in a sensitive compartmented information facility (SCIF). And our democracy demands that
Federal and Presidential records are appropriately preserved. Accordingly, we ask that you
respond to the following questions by April 2, 2025.

1. Are you complying with your obligations under the Espionage Act," Executive Order
13526," Federal policies governing the handling of classified and sensitive information,
and the Federal Records Act?"
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2. Have you ensured that all new political appointees at the Department have been advised
of their obligations under the Espionage Act,'* Executive Order 13526, Federal policies
governing the handling of classified and sensitive information, and the Federal Records
Act?'® Please describe the process through which such appointees were advised of their
obligations under each law and policy and any additional training they have received.

3. Do you engage in discussions about official business via Signal or any other commercial
messaging application?

a. If you engage in discussions about official business on a commercial messaging
application that is not Signal, please provide the name of the application.

b. With whom do you engage in discussions about official business on Signal or
other commercial messaging applications?

c. If you engage in discussions about official business on a commercial messaging
application, what is the process for maintaining records pursuant to the Federal
Records Act?

d. Please provide the Committee a copy of all communications you have engaged in
regarding official government business via Signal or any other commercial
messaging application.

4. Has DHS approved the use of Signal or any other commercial messaging application for
the discussion of official business?
a. Which commercial messaging applications have been approved for the discussion
of official business? On what date was each application approved?
b. Please provide a copy of the policy governing approval of commercial messaging
applications for official use.

5. Has DHS approved Signal or any other commercial messaging application for the
discussion of classified information?

a. Which commercial messaging applications have been approved for use for the
discussion of classified information? On what date was each application
approved?

b. Please provide a copy of the policy governing approval of commercial messaging
applications for the discussion of classified information.

We believe that DHS plays a central role in keeping Americans safe, our critical infrastructure
secure, and our communities resilient. We hope that you share that view. We are sure you can
appreciate the importance of adhering to laws and policies governing the handling of government
information."” On the best day, the Department’s 260,000 employees have a challenging job,
which has been made harder in recent weeks as its workforce has been arbitrarily gutted.
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Revealing sensitive operational information on sloppy text chains would only exacerbate the
challenges DHS employees already experience carrying out their mission.

We look forward to your prompt response.
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