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One Hundred Nineteenth Congress
Gommittee on Homeland Security
1.8, House of Representatives
Washington, BC 20515

February 5, 2025
Mr. Charles Ezell
Acting Director
U.S. Office of Personnel Management
1900 E Street NW
Washington, DC 20415-1000

Dear Acting Director Ezell:

We are writing to request information on the impact of President Trump’s hiring freeze on the
Federal cybersecurity workforce. As you may know, the Federal government has struggled to
recruit, hire, and retain qualified cybersecurity workers for many years. During the Biden
Administration, the Federal government took several steps to address this challenge, including
through the issuance of a National Cyber Workforce and Education Strategy and implementation
of the Cyber Talent Management System at the Department of Homeland Security (DHS). Now,
reckless attacks on Federal workers risk reversing recent progress in addressing the Federal
government’s cyber workforce shortage.

On Inauguration Day, President Trump issued an executive order to mandate “a freeze on the
hiring of Federal civilian employees.”" While the order included an exemption for positions
related to “national security,” it failed to provide any definition for that term.? Related guidance
from the Office of Personnel Management (OPM) and the Office of Management and Budget
similarly failed to clarify how agency heads should implement this exemption.” While the
Department of Defense has continued hiring for civilian positions,* the Cybersecurity and
Infrastructure Security Agency, which is the operational lead for Federal cybersecurity and the
national coordinator for critical infrastructure security and resilience, does not have a single open
position listed on the USA Jobs website.’

Agencies throughout the Federal government are responsible for defending their agency
networks, regardless of whether cybersecurity is their primary mission, and any delay in filling

! Hiring Freeze, The White House, Jan. 20, 2025, https://www.whitehouse.gov/presidential-actions/2025/01/hiring-
freeze/.
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* Memorandum from Matthew J. Vieth and Charles Ezell to Heads of Executive Departments and Agencies, Jan. 20,
2025, https://chcoc.gov/sites/default/files’fOMB-OPM%20Federal%20Civilian%20Hiring%20Freeze%20Guidance
%201-20-2025%20FINAL.pdf.

* Karen Jowers, All of DOD exempt from White House's civilian hiring freeze, Military Times, Jan. 29, 2025,
https://www.militarytimes.com/news/pentagon-congress/2025/01/29/all-of-dod-exempt-from-white-houses-civilian-
hiring-freeze/.

> USAJOBS, https://www.usajobs.gov/ (last accessed Feb. 2, 2025).
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vacant cybersecurity positions at Federal agencies risks severe national security implications.
Recent cyber incidents have demonstrated that Federal agencies remain top targets for foreign
adversaries. In December 2024, the Treasury Department suffered a major cyber incident when
Chinese hackers were able to gain access to then-Secretary Janet Yellen’s files through a supply
chain attack.® In June 2023, the State Department discovered a breach of Microsoft’s cloud
networks by Chinese hackers, uncovering an incident that affected 22 organizations and over 500
individuals around the world, including the Commerce Department and then-Secretary
Raimondo.” The Departments of Treasury, State, and Commerce all have zero open positions
listed on the USA Jobs website.® A hiring freeze that precludes Federal agencies from filling
cybersecurity positions risks the security of Federal networks and may prevent sector risk
management agencies from fulfilling their obligations to help defend critical infrastructure.

On January 28, 2025, OPM emailed Federal employees an “offer” to resign from Federal
employment, entitled a “Fork in the Road.” This offer included an exemption for positions
related to national security but similarly failed to define which positions fall under the
exemption. While we understand that many DHS components have been exempted from this
offer, there is a risk that incentives offered by OPM could reduce the number of cybersecurity
professionals across the Federal government.

To better understand the homeland security implications of the current hiring freeze, we seek to
clarify how President Trump’s executive order has impacted the Federal cybersecurity workforce
and what OPM plans to do to mitigate the national security harms of the President’s poorly
drafted, vague, and irresponsible hiring freeze.

Please respond to the following questions by February 19, 2025:

1. How many cybersecurity-related open positions are subject to the current hiring freeze?
Please detail them by department or agency.

2. How many cybersecurity professionals have chosen to resign under the “Fork in the
Road” offer? Please detail them by department or agency.

3. Are all cybersecurity-related positions exempt from the hiring freeze or the Fork in the
Road offer?

4. What guidance has OPM provided to agencies on the application of the hiring freeze or
Fork in the Road offer to cybersecurity-related positions? Please provide a copy of such
guidance.

¢ Jonathan Greig, US sanctions hacker and company allegedly behind Treasury and telecom breaches, The Record,
Jan. 17, 2025, https://therecord.media/treasury-sanctions-alleged-salt-typhoon-hacker-company.

7 Review of the Summer 2023 Microsoft Exchange Online Intrusion, Cyber Safety Review Board, March 20, 2024,
https://www.cisa.gov/sites/default/files/2024-04/CSRB_Review_of the Summer 2023 MEOQO_Intrusion Final 508
c.pdf.

¥ USAJOBS, https://www.usajobs.gov/ (last accessed Feb. 2, 2025).

® Fork in the Road, Office of Personnel Management, https:/www.opm.gov/fork (last accessed Feb. 3, 2025).
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5. What impact has the hiring freeze had on participants in programs where Federal
employment is a condition of scholarship support, such as the CyberCorps: Scholarship
for Service program? Please describe any delays or restrictions on hiring such

participants.
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Sincerely,
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Eric Swalwell
Member of Congress
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