MARK E. GREEN, MD, TENNESSEE
CHAIRMAN

BENNIE G. THOMPSON, MISSISSIPPI
RANKING MEMBER

One Hundred Linhteenth Congress
@ommittee on Homeland Security
H.S. House of Representatives
Washington, B 20515

July 24, 2023

The Honorable Dr. Colleen Shogan

Archivist of the United States

National Archives and Records Administration
700 Pennsylvania Avenue, N.W.

Washington, D.C. 20408

Dear Dr. Shogan:

We write to you today to provide evidence that Joseph V. Cuffari, Department of Homeland
Security (DHS) Inspector General, may have violated Federal law by willfully destroying Federal
records and not reporting the destruction to the National Archives and Records Administration
(NARA).! At a June 6 hearing before a Committee on Oversight and Accountability
subcommittee, Inspector General Cuffari admitted to deleting text messages from his official
government phone on an ongoing basis and as a “normal practice.”? Moreover, he admitted that
the messages he deleted were “business,” not personal, and that he “did not consider those to be
Federal records.”® That same day, the Project On Government Oversight (POGO) reported that
on December 22, 2022, an email was circulated within the DHS OIG (Office of Inspector General)
stating that “a custodian indicated the text messages were deleted, in their entirety, from their
government issued iPhone, and that the relevant policy for capturing such messages was not
followed.”* According to the article, sources confirmed that the “custodian” referenced in the
email is Inspector General Cuffari.

In response to Inspector General Cuffari’s testimony and POGO’s reporting, NARA opened a case
on June 15 to review the Inspector General’s handling of Federal records.” To assist NARA with

144 U.S.C. § 310; 18 U.S.C. § 2071.

2 Committee on Oversight and Accountability, Subcommittee on National Security, the Border, and Foreign

Affairs, Hearing on Help Wanted: Law Enforcement Staffing Challenges at the Border, Jun. 6, 2023,
https://oversight.house.gov/hearing/help-wanted-law-enforcement-staffing-challenges-atthe-border/.

3 Ibid.

4 Nick Schwellenbach, DHS Watchdog Regularly Purges Texts on Gov't Phone Despite Ongoing Investigation,
PROJECT ON GOVERNMENT OVERSIGHT, Jun. 6, 2023, https://www.pogo.org/investigation/2023/06/dhs-watchdog-
regularly-purges-texts-on-govt-phone-despite-ongoing-investigation.

5 Letter from Chief Records Office for the U.S. Government to the Chief information office of the Department of
Homeland Security, NARA, Jun. 15, 2023, https://www.archives.gov/files/records-mgmt/resources/ud-2023-0052-
dhs-open-letter.pdf.
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its review, we are enclosing the December 22 email referenced by POGO as well as a January
2023 “Plan of Action” put forward by the OIG’s Records and Information Management Officer to
assess whether the Inspector General deleted text messages that were Federal records. These two
documents are described in further details below:

December 22,2022, Email: An attorney in the DHS OIG Information Law and Disclosure
Division emails the OIG’s Records and Information Management Officer notifying him
that in response to a Freedom of Information Act (FOIA) request in litigation, a custodian
(i.e., OIG employee whose records were searched) indicated that their text messages were
deleted, in their entirety, from their government issued iPhone and agency policy for
capturing such messages was not followed. Further, the email reveals that comparing text
messages from other custodians indicates that the deleted messages “likely contained
federal records” and “may have violated the Federal Records Act and DHS policy.” The
attorney defers to the Records and Information Management Officer for next steps and
cites NARA reporting requirements.

January 20236, Plan of Action: The OIG Records and Information Management Officer
develops a “Plan of Action” to determine whether Inspector General Cuffari deleted text
messages that were Federal records. The “Background” section of the Plan notes that
during the records search of the Inspector General’s front office in response to POGO’s
FOIA request, an IT technician notifies a FOIA attorney that the IG deleted his text
messages and provides the attorney with a photo of the Inspector General’s iPhone text
message screen indicating no messages were available.

We ask that after reviewing these documents, and other relevant information that NARA obtains,
NARA consult with the Department of Justice if the evidence confirms that Inspector General
Cuffari failed to notify NARA about unlawful destruction of Federal records, in violation of the
law. We look forward to the conclusion of your review and ask that you promptly notify us of the

results.

Sincerely,

Bennie G. Thompson‘ / Glenn m

Ranking Member Ranking Member
Subcommittee on Oversight, Investigations, and
Accountability

Enclosures

¢ The date on the Plan of Action says “2022”, but as noted in the Plan, it was developed in 2023 after the Records
and Information Management Officer receives notification in December 2022 from the FOIA attorney about the
possible destruction of Federal records.



CC:

The Honorable Mark E. Green, M.D., Chairman
Committee on Homeland Security

The Honorable Dan Bishop, Chairman
Subcommittee on Oversight, Investigations, and Accountability

The Honorable Joseph V. Cuffari, Inspector General
U.S. Department of Homeland Security



. From: |

Sent: Thursday, December 22, 2022 2:25 P

T

Subject: Suspected Deletion of Federal Records

G

In response to a FOIA request, which is now in litigation, our office tasked searches for the following siub-req uest to the

named custodians:

a.

Records reguested; (1) Al records sent to and/or in the possession of Inspector General Joseph Cuffari, Deputy
Inspector General and Chief of Staff Kristen Fredricks, Principal Deputy Inspector General Glenn!Sklar, and/or DHS
offlcial Ellen McSweeney about the Office of Inspector General project titled “CBP, ICE, TSA, anci LISSS Handling of
Employee Allegations of Sexual Harassment and Workplace Sexual Misconduct” between JLlly 26, 2019 and
December 3, 2020. The records do not have to mention the project by its exact name. The records ;;ought include but
are not limited to emails and calendar invites or appointments related to briefings. We also seek qny attachments to
relevant emails or calendar entries. Search date range: July 26, 2019 through December 3, 2020; (2) Emails and text
messages {including messages In apps such as Signal) to and from andfor in the possession of DHS Inspector General
Joseph Cuffari, Deputy IG and Chief of Staff Kristen Fredricks, Principal Deputy |G Glenn Skiar, ancfi DHS official Ellen
McSweeney mentioning “sexual harassment”, “sexual misconduct,” “Lafayette Square”, “POGO”, “Project On
Government Oversight”, “Schwellenbach”, “Zagorin®, “Washington Post”, “New York Times",g”CNN”, “Durbin”,
“Grassley.” Search date range: July 26, 2019 until date of search; {3) Emails to and from loseph Cuffari, Kristen
Fredricks, and Glenn Sklar with emall addresses that include “mail.house.gov” and “senate.gov” rientioning “sexual
harassment”, “sexual misconduct”, and “domestic violence” since April 6, 2022, Search date ra ngetApril 6, 2022 until
the date of searc_h; {4) Calendars, including but not limited to those created using Microsoft Outipok and Microsoft
Teams, for Joseph Cuffari, Kristen Fredricks, and Glenn Sklar since July 26, 2019. Search date rapge: july 26, 2019
until the date of search; and, (5) {a) Travel voucher forms and receipts/supporting documentgtion submitted in
conjunciion with the travel voucher form for Joseph Cuffari since July 26, 2019, (b} Any emails from IG Cuffari
regarding his travel, including transportation, hotel, and restaurant hookings since July 26, 2019 -and {c} any
correspondence between Congress and 1G Cuffari, Principal Deputy |G Sklar, Counsel James Reau:l and/or Chief of
Staff Kristen Fredrlcks regarding |G Cuffari’s travel since July 26, 2019.

Please see the attached com plaint. One of the responses from a custodian indicated that text messagizs were deleted, in
their entirety, from thelr government-issued iPhone and that DHS OIG policy for capturing such messtes was not

followed. Comparing text messages from other custodians indicated that the deleted text messages li

ly contained

federal records. If confirmed, the deletion of these text messages may have violated the Federaf Rec rds Act and DHS

i



policy for retention of elect'r_onié messages. As thé'agency’s Records Ofﬁcé_r, | wanted to advise you of this information
and defer to you on the agency's response and next steps (see reporting requirements to NARA under 36 CFR 1230). If
you have any questions or need additional information, please do not hesitate to contact me directiy.

Thank you,

Information Law and Disclosure Division
Office of Inspector General | U.S. Department of Hnmeland Security

P Warning®* *Attorney-Client Priviloga®r*Attorney Work Fruduct*** : '
This communication and any attatiumants may contain confidential and/or sensitive atmmeyfnllent privileged information or attorney work prodhctandjor [aw
enfurcement sensitive Information. it i nokfor releags, review, retransmission, dissemination, or use by anyone other than the Intended recipient. This document Is
far INTERNAL GOVERNMENT USE ONLY and may he exempt from disclosure ynder the Freadam of Information Act, 5 USC 552(k)(S], {h)(7).



Plan of Action
LX iy whether the 1G (1) deleted text messagees ot werr Federnl records or () umpeneried

mrocedires (o ensure s Rederal records wen j"‘""li‘-}"' qrvedd

Recommended Actions:
The Deputy Inspector General for the Office Management (DIGOM) is asked to:

1. Assign the OIG Records and Information Management (RIM) Officer and
Strategy, Records and Coordination (SRC) Director to conduct a reviet to
determine if the IG inappropriately destroyed Federal records.

2 Reuview and approve the Review Plan, indicated belowu

Justification: Asthe OIG RM Officer and Records Program Mamger.- isthe OIG's
records subject matter is best prepared to evaluate the record keeping practioes of
QIGoffices and indviduals. is available to expedite a review to determine whether the
IGstext message were hardled property. He can recormmend comective actions and advise, assst,
ard train ermployees on records requirements and best practices. He will report his findings to the
S Director, AIGOM, and DIGOM, who is the delegated anthority for records maragement as
outlined n O X cords and Informmtion Me Pro paragraph V. A

Background: The Office of Goureel (OQ received a FOIA request that is now in litigation because the
OIG has rot resporded. When OCreceived the lawsuit, their FOIA tearmnissted the search request to
weveral records austodiars in the IG's Frort Office (D). The FOIA requester asked for all records' sent
to and for in the possession of Inspector General Jbseph Quifari, TG and 0OS Kristen Frednids, PIIG
Glern Sdar, ard jor DHS official Hlen McSweeney related to the OIG project titled “CiP, ICE, TSA, and
USSS Hardling of Fployee Allegations of Sexual Harassment and Workplace Seaml Misconduct”
between diy 26, 2019 and Decernber 3, 2020.

NEROCTIELL SO0

During the FO records astodiars’ search for records responsive to the FOIA request, one of the
astodians, the G, stated to an OQO IT technician, who was assisting the austodians download their
QIG iPhone text messages, that his text messages were deleted, in their entirety, and that THSOIG
policy was not followed for capturing sch messages.

: Records include: (1) Emails and text messages (induding messages in apps such as Signal) to and from and/or in the possession of DHS Inspector
General Joseph Cuffari, Deputy 1G and Chief of Staff Kristen Fredricks, Principal Deputy IG Glenn Sklar, and DHS official Ellen McSweeney
mentioning “sexual harassment”, “sexual misconduct,” “Lafayette Square”, “POGO", “Project On Government Oversight”, “Schwellenbach”,
=Zagorin”, "Washington Post”, “New York Times", "CNN", *Durbin®, “Grassley.” Search date range: July 26, 2019 until date of search

{2) Emaills to and from Joseph Cuffari, Kristen Fredricks, and Glenn Sklar with email addresses that indude “mail house gov™ and “senate.gov”
mentioning “sexual harassment”, “sexual misconduct”, and “domestic violence” since April 6, 2022. Search date range: April 6, 2022 until the
date of search

(3) Calendars, induding but not imited to those created using Microsoft Outlook and Microsoft Teams, for Joseph Cuffari, Kristen Frednicks, and
Glenn Skiar since July 26, 2019, Search date range: July 26, 2019 until the date of search

(4) (2) Travel voucher forms and receipts/supporting documentation submitted in conjunction with the travel voucher form for Joseph Cuffari
since july 26, 2019, (b) Any emails from IG Cuffar regarding his travel, induding transportation, hotel, and restaurant bookings since July 26,
2019, and [c) any correspondence between Congress and IG Cuffari, Principal Deputy IG Sklar, Counsel James Read, and/or Chief of Staff Kristen
Fredricks regarding IG Cuffari’s travel since July 26, 2019.



preparcd by: IR

Date submitted: January 4, 2022
Proposed/actual meeting date: TBD

OC Qpervisory FOIA Attormey, about the IG deleting his text
message and provided ith a photo tﬂtnof&eﬂsﬂnm’stennnxgemnmma
message indicating o message were available. In addition, stated that he reviewed the
downloaded text messages from the other FO astodians and determined that the delf:tedtm
messages on the IG's ifhone ]ﬂelymrtaimdl%demlremrchabemtfeoﬂ‘ermuﬁochadss:rt
text messages to the IG's OIGiPhore that appeared to be Rederal records.

On Rriday, Decerrber 23, 2022, [N ~otified [ O:G RM Officer, about the possible
inappropriate destruction of Federal records by the IG OnTuesday, December 27, 2022, the OIGRIM
Officer and his supervisor [ S<c Drector, met with R to discuss the possible
destrurtion. The same day, the OIGRIM Officer ancij I et with their leadership, IGOM and
Assistart IG for OM (AIGOM), to inform them about the possible inappropriate destruction of Federal
records, and the related reporting requirement. Under 36 (FR 1230, Unlawful or Accidental
Removal, Defacing, Alteration, or Destruction of Records, Federal agencies must report
pronptly any unlawful or acddental remmoval, defacing, alteration, or destnurtion of records in the
astody of that agency to the Natiorel Archives and Records Administration (NARY).

The IT technician notified

Impact: If confinmed, the deletion of the IG's text messages may have violated the Federal Records
Act, and DHS and OIG policy for the retention and preservation of electronic messages and must be
reported to NARA

Review Plan:

Steps Date Completed
1. Identify records review and reporting guidance from NARA,

DHS, other agencies; develop a Review Plan, and submit
the plan for DIGOM approval.

2. DIGOM discuss the issue with Jim Read, Counsel to the
IG.

3. OIG RIM Officer obtains statements and evidence (tPhone
text messages belonging to FO custodians) from OCIO.

4. SRC Drrector and RIM Officer will work OC'’s Attorney Jean
Kilker on legal questions (independence issues) and
reporting requirements.

5. RIM Officer determines if the text messages sent to the IG
by FO custodians were Federal records and who was
responsible for maintaining the records. (This may involve
intervieuing or questioning the PDIG, COS, Ellen
McSweeney, and others such as the FO Executive
Assistants.)




Prepared by:
Date submitted: January 4, 2022

Proposed/actual meeting date: TBD

6. OIG RIM Officer and SRC Director discuss the matter uith
the IG to confirm he deleted the messages and did not ask
others to preserve the messages.

A er 'C Director the DIGOM and AIGOM
informed of their progress at lenst weekly.

8. OIG RIM Officer determines the scope of the loss, if any,
and addresses the other reporting requirements such as
OIG/FO adherence to proper text message and device

handling.

9. If Federal records were destroyed without proper
i itton authority, OM will work with OC to determine
whether OIG RIM or DHS RIM should report the incident
to NARA and prepare a report for DIGOM approval.

If a Joss is confirmed, the report to NARA must include:
a._A compiete description of the records ajjected,
b. A statement of circumstances surrounding the deletion

of messages, .

c. A statement of the safequards established to prevent
further loss of documentation, and

d. details of all agency actions taken to salvage, retrieve,
or reconstruct the records

Option:
Another GiGoffice (e g, the Office of Integrity) coudd condurt the review. However, Integrity staff

ey lackrecords manegement expertise and would reed to involve the GIG RM Officer. This could
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