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Review Request 
 
The U.S. Office of Special Counsel (OSC) received a whistleblower disclosure 
alleging a sufficiently notorious convicted felon was improperly cleared for TSA 
Pre ® screening, creating a significant aviation security breach. The disclosure 
identified this event as a possible error in the TSA Secure Flight program since 
the traveler’s boarding pass contained a TSA Pre ® indicator and encrypted 
barcode. On October 16, 2014, OSC referred this allegation to the Secretary of 
Department of Homeland Security (DHS). The Department subsequently 
requested our assistance with this allegation. 
 
Conduct of Review and Summary of Evidence Obtained 
 
Our Office of Inspections recently assessed security enhancements needed to 
the TSA Pre ® initiative and conducted the review of this allegation. We 
interviewed the whistleblower and TSA senior officials responsible for the TSA 
Pre ® initiative. We also analyzed documentation regarding the TSA Pre ® 
inclusion and screening processes to determine whether a gap in aviation 
security exists. 
 
We analyzed the following documents:  
 

Memoranda establishing risk assessment rules; 
TSA briefings on risk assessment rules; 
TSA’s Office of Security Operations (OSO) screening checkpoint 
procedures; 
OSO incident reporting; and 
Public documents relating to the traveler’s background and criminal 
history. 

 
Summary of Results 
 
We determined that TSA did not grant the traveler TSA Pre ® screening 
through the TSA Pre ® Application Program or managed inclusion (MI). TSA 
granted the traveler TSA Pre ® screening through risk assessment rules in the 
Secure Flight program. TSA’s use of  to provide TSA 
Pre ® screening to unknown passengers creates an aviation security 
vulnerability. We recommend TSA  

 limit TSA Pre ® screening to known passengers that TSA determines to be 
members of trusted populations. We also determined the Transportation 
Security Officer (TSO) followed standard operating procedures, but did not feel 
empowered to redirect the traveler from TSA Pre ® screening to standard lane 
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screening. We recommend TSA modify standard operating procedures to clarify 
TSO and supervisory TSO authority to refer passengers with TSA Pre ® 
boarding passes to standard screening lanes when they believe the passenger 
may be a threat to transportation security. 
 
Passenger’s Background and Criminal History 
 
The traveler is a former member of a domestic terrorist group. While a member, 
the traveler was involved in numerous felonious criminal activities that led to 
arrest and conviction. After serving a multiple-year sentence, the traveler was 
released from prison. 
 
Passenger did not Gain Access to TSA Pre ® Screening through the TSA 
Pre ® Application Program 
 
TSA vets TSA Pre ® applicant biographic information and fingerprints against 
intelligence, law enforcement, and immigration automated data systems to 
determine membership eligibility. TSA will deny membership to an applicant 
confirmed to be a match to an intelligence-based data system, convicted of any 
of the 28 disqualifying criminal offenses, or not a U.S. citizen or Lawful 
Permanent Resident. 
 
TSA’s Security Threat Assessment Operations (STAO) verified that the traveler 
did not apply to the TSA Pre ® Application Program.1 An STAO official 
confirmed that if the traveler had applied, STAO would have issued the traveler 
a Preliminary Determination of Ineligibility Letter because of the traveler’s 
convictions for murder and offenses that involve explosives. TSA would then 
allow the traveler 60 days to submit a redress request and provide 
documentation showing that the traveler was not convicted of a disqualifying 
offense; however, it is publicly known that the traveler was convicted and 
served  years in prison. 
 
Passenger did not Gain Access to TSA Pre ® Screening through Managed 
Inclusion 
 
TSA piloted MI in October 2012 to regulate passenger throughput and wait 
times during peak hours at airport security checkpoints. MI allows passengers 
without a TSA Pre ® indicator on their boarding passes to go through TSA 
Pre ® lanes. Since the traveler’s boarding pass had a TSA Pre ® indicator and 
encrypted barcode, we conclude that the traveler was not extended TSA Pre ® 
screening through MI. 
                                                      
1 STAO adjudicates TSA Pre ™ applications. 
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Appendix A 
Management Comments to the Draft Report 
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ADDITIONAL INFORMATION AND COPIES 
 
To view this and any of our other reports, please visit our website at: www.oig.dhs.gov.  
  
For further information or questions, please contact Office of Inspector General Public Affairs 
at: DHS-OIG.OfficePublicAffairs@oig.dhs.gov.  Follow us on Twitter at: @dhsoig. 
 

 
 

OIG HOTLINE 
 
To report fraud, waste, or abuse, visit our website at www.oig.dhs.gov and click on the red 
"Hotline" tab. If you cannot access our website, call our hotline at (800) 323-8603, fax our 
hotline at (202) 254-4297, or write to us at:  
 
               Department of Homeland Security  
              Office of Inspector General, Mail Stop 0305 
                Attention: Hotline  
                245 Murray Drive, SW 
                Washington, DC  20528-0305 
 
 

 

 


